TITLE OF THE INVENTION 

Reusable Digital Camera that Prevents Unauthorized Use 
BACKGROUND OF THE INVENTION 
Field of the Invention 
5 The present invention generally relates to a digital camera. More 

particularly, the present invention relates to a digital camera capable of 
being collected for reuse, collecting system thereof, and image viewing 
method. 

Description of the Background Art 
10 Conventionally, silver-salt analog cameras have been provided as 

image photographing means. As such analog cameras, inexpensive 
cameras of "film-with-lens" type are commercially available. 

In recent years, digital cameras have been increasingly placed on the 
market. Images photographed with the digital cameras can be stored as 
15 digital data, making it possible to process the images or transfer them over a 
network such as the Internet. Accordingly, the digital cameras have been 
increasingly demanded. 

Although the digital cameras have become popular for such reasons, 
those having a large number of pixels are required in order to obtain an 
20 image of as high quality as a picture of the analog cameras. However, such 
digital cameras having a large number of pixels are not readily available to 
ordinary users because of their high price. 

In order to enable anyone to enjoy the function of such a digital 
camera at a low cost, a possible approach is to make the digital camera be 
25 usable over a number of times. In that case, however, reuse would be 
difficult if a user disassembles or uses the digital camera in an abusive 
manner or unauthorized manner. 

When an image is picked-up by a camera, image quality of an object 
is sometimes degraded because of lens aberration, as the camera lens has its 
30 own inherent aberration including distortion aberration and chromatic 
aberration of magnification. 

In order to correct the degradation in image quality resulting from 
the lens aberration, the image has been corrected at a mini lab or a 
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processing station. 

In addition to such aberration, some lenses may have unevenness in 
brightness, that is, the brightness differs from the central portion to the 
peripheral portion of the lens. In such a case, image correction appropriate 
5 for the lens has been necessary. 

Fig. 20 is a block diagram showing a process of image correction in a 
conventional camera. 

Referring to Fig. 20, when the camera is a silver salt type camera 
110, a film 111 containing the images picked-up by the silver salt camera 
10 1 10 is received by a mini lab 120. Here, film 1 1 1 is developed by a 

developing machine 121, focus adjustment and edge enhancement processes 
are performed on the image by an image correcting apparatus 122, and 
prints 130 are output. 

Fig. 21 is a block diagram showing the image processing when a 
15 camera is the silver salt, APS (Advance Photo System) type camera 112. 

Referring to Fig. 21, in a silver salt APS camera 112, it is possible to 
record lens information 1 14 of silver salt APS camera 1 12 on film 1 13. A 
user brings the film 1 13 having lens information 1 14 recorded thereon to a 
mini lab 125, where development process takes place. Here, rnini lab 125 is 
20 a digital laboratory, and hence image correction is performed in a digital 
manner7 

More specifically, film 113 is developed by developing machine 126, 
and image correction is performed by image correcting apparatus 127. At 
this time, image correction is performed using the data from correction 

25 information database 118, based on lens information 114. Thereafter, 
prints 131 are provided. 

In the examples shown in Figs. 20 and 21, images are not corrected 
on the recorded film. Further, image correction is possible only by an 
image correction supporting laboratory. 

30 Fig. 22 is a block diagram showing the image correction process 

when the camera is a digital camera 115. Referring to Fig. 22, image data 
picked-up by digital camera 115 is stored in memory 116, and the user 
processes the data on a personal computer 140 of his/her own. Here, a 
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software and the like for image processing have been installed in personal 
computer 140, and by an image correcting program 141, the image taken out 
from the memory 116 is corrected, with a reference to a correction 
information database 142 . Thereafter, the data is stored in a storage device 
143 such as a memory or a hard disk, printed by a printer, and a photograph 
print out 144 is provided. 

The image correcting process has been performed in the above 
described manner for various conventional cameras. In the case of silver 
salt camera and silver salt APS camera, the image correction is performed 
not on the film itself on which the image is stored. Further, correction has 
been possible only by an image correction supporting laboratory. 

In the case of a digital camera, the necessity of image correction 
bothers the user. Further an image correction processing software is 
necessary for each camera, requiring considerable expense to obtain a 
desired corrected image. 
SUMMARY OF THE INVENTION 

The present invention was made to solve the above described 
problems, and an object is to provide a digital camera that can prevent 
abusive or unauthorized use. 

Another object of the present invention is to provide an image 
processing apparatus that enables correction of an image picked-up by a 
digital camera at a low cost. 

The present invention provides a digital camera, including an optical 
system, an image processing means for processing an image of an object 
input through the optical system, a memory storing photograph data 
resulting from the image processing, a housing box accommodating the 
optical system, the image processing means and the memory, detecting 
means for detecting disassembly of the housing box, and control means for 
performing a prescribed processing in response to a result of detection by the 
detecting means. 

When the housing box containing main portions of the digital 
camera is disassembled, a prescribed process is performed. Therefore, the 
user does not dare to disassemble the digital camera in an abusive manner. 



As a result, a digital camera that can prevent unauthorized use can be 
provided. 

Preferably, the prescribed processing is erasure of the recorded 
contents in the memory. When the digital camera is disassembled in an 

5 abusive manner against the normal handling procedure, the contents 

recorded in the memory are erased, and hence the picked-up data will be 
wasted. Therefore, the user does not dare to disassemble the camera in the 
abusive manner. 

More preferably, the digital camera further includes means for 

10 transmitting the photograph data stored in the memory to a prescribed 
photograph data storage device through a network, and the photograph 
image stored in the photograph data storage device can be viewed by 
accessing the photograph data storage device over the network by using 
access data that is unique to each digital camera. The prescribed 

15 processing includes transmission of a prescribed signal to the prescribed 

photograph data storage device to give an alarm when the photograph image 
is viewed. 

As an alarm is given when the photograph images stored in the 
photograph data storage device is viewed, the user avoids unauthorized use 
20 the next time. 

According to another aspect, the present invention provides a digital 
camera, including an optical system, image processing means for processing 
an image of an object input through the optical system, a memory storing 
photograph data resulting from the image processing, and means for 
25 transmitting the photograph data stored in the memory to a prescribed 
photograph data storage device through a network. The means for 
transmitting the photograph data to a prescribed photograph data storage 
device through a network includes means for connecting the digital camera 
and a prescribed transmitting apparatus connected to the photograph data 
30 storing means. The digital camera further includes means for deterrnining 
whether it is connected to the prescribed transmission apparatus, and 
means for erasing the photograph data stored in the memory, when it is 
determined by the determining means that it is not connected to the 
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prescribed transmitting apparatus. 

When it is determined that the prescribed transmitting apparatus is 
not connected, the picked-up image data stored in the memory is erased. 
Therefore, the user does not dare to connect an apparatus other than the 
prescribed transmitting apparatus. 

According to a stilL further aspect, the present invention provides a 
digital camera, including an optical system, image processing means for 
processing an image of an object input through the optical system, a memory 
storing photograph data resulting from the image processing, and means for 
transmitting the photograph data stored in the memory to a prescribed 
photograph data storage device through a network. The means for 
transmitting the photograph data to a prescribed photograph data storage 
device through a network transmits the photograph data to the photograph 
data storage device in accordance with a prescribed protocol. The digital 
camera further includes means for determining whether the transmission of 
the photograph data is performed in accordance with the prescribed protocol, 
and means for erasing the photograph data stored in the memory, when the 
determining means determines that the transmission of the photograph 
data is not performed in accordance with the prescribed protocol. 

When it is determined that transmission of the photograph data is 
performed not in accordance with a prescribed protocol, the photograph data 
stored in the memory is erased. Therefore, the user does not dare to make 
an unauthorized access. 

Preferably, when the photograph data stored in the memory is 
erased by the erasing means, the fact of erasure is displayed on the 
photograph data storage device. 

According to a still further aspect, the present invention provides a 
digital camera, including an optical system, image processing means for 
processing an image of an object input through the optical system, a memory 
storing photograph data resulting from the image processing, and means for 
transmitting the photograph data stored in the memory to a prescribed 
photograph data storage device through a network. The photograph image 
stored in the photograph data storage device can be viewed by accessing the 



photograph data storage device over the network by using access data that is 
unique to each digital camera. The digital camera further includes means 
for determining whether the photograph data storage device is accessed 
through an authorized procedure, and control means for performing a 
5 prescribed processing to discourage the user from an unauthorized use. 

When the photograph data storage device is accessed not through 
the authorized procedure, a prescribed processing is done, and hence, the 
user does not dare to make an unauthorized access thereafter. 

Preferably, the prescribed processing is erasure of the recorded 
10 contents of the memory. 

More preferably, the prescribed processing includes transmission of 
a prescribed signal to the prescribed photograph data storage device to give 
an alarm when the photograph image is viewed. 

According to a still further aspect, the present invention provides an 
15 image processing apparatus connected to a network and provided in an 

image station allowing viewing of an image picked-up by a digital camera. 
The image processing apparatus includes means for storing an optical 
characteristic of a lens of the digital camera, means for receiving image data 
picked-up by using the digital camera, and means for correcting the optical 
20 characteristic of the image data. 

The image data of the digital camera is transmitted to a prescribed 
image processing apparatus, and the image processing apparatus stores the 
optical characteristic of the lens of the digital camera and performs 
correction of the optical characteristic of the lens on the picked-up image 
2 5 data. Therefore, the picked-up image can be corrected reliably at a low cost, 
without requiring a separate special software or the like. 

Here, the optical characteristic of the lens includes lens aberration 
and unevenness of brightness. 

Further, it is preferred that the digital camera can be circulated for 

30 reuse. 

More specifically, even when the lens has any defect including 
aberration or uneven brightness, correcting process necessary for the image 
data picked-up using the lens is performed. Therefore, it is unnecessary to 
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use an expensive optical lens having minimum aberrations that is generally 
used. Therefore, an inexpensive digital camera can be provided. Further, 
as the correction is done automatically, it is possible for the user to view the 
image of high quality, not bothered by the necessity of image correction. 
5 According to a still further aspect, the present invention provides an 

image processing apparatus connected to a network station and provided in 
an image station allowing viewing of an image picked-up by a digital camera. 
The digital camera has a unique identification number, and the image 
processing apparatus includes a database storing an optical characteristic of 
10 a lens corresponding to the unique identification number, means for 

extracting the optical characteristic of the lens corresponding to the unique 
identification number of the camera from the database, means for receiving 
image data picked-up by using the digital camera, and means for correcting 
said optical characteristic on the image data, based on the extracted optical 
15 characteristic. 

The image data picked-up by the digital camera is transmitted to a 
prescribed image processing apparatus, optical characteristic of the 
corresponding lens is extracted from a database storing the optical 
characteristic of the lens corresponding to a unique identification number of 
20 the digital camera, and the optical characteristic of the image data is 

corrected, based on the extracted optical characteristic. As a result, it is 
possible to correct the picked-up image at a low cost. 

According to a still further aspect, the present invention provides an 
image processing apparatus used in a system allowing viewing of an image 
25 picked-up by a digital camera over a network. The digital camera is 

coUected through a prescribed distribution center. The image processing 
apparatus is provided in the distribution center, and includes means for 
storing an optical characteristic of a lens of the digital camera, means for 
receiving image data picked-up by using the digital camera, and means for 
30 correcting the optical characteristic on the image data. 

The foregoing and other objects, features, aspects and advantages of 
the present invention will become more apparent from the following detailed 
description of the present invention when taken in conjunction with the 
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accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figs. 1A and IB are perspective views showing the appearance of a 
digital camera. 

5 Figs. 2A and 2B are schematic diagrams representing internal 

structure of the digital camera. 

Figs. 3A to 3C are illustrations showing external structure of the 
digital camera. 

Fig. 4 is a block diagram showing a main portion of the digital 
10 camera. 

Fig. 5 is a schematic diagram showing an overall configuration of a 
digital camera collecting system to which the present invention is applied. 

Fig. 6 is a schematic diagram showing the flow of image data in the 
digital camera collecting system to which the present invention is applied. 
15 Fig. 7 is a schematic diagram showing the state of connection 

between a transmitting apparatus and a digital camera. 

Figs. 8A and 8B shows displays given when an image station 
apparatus is accessed. 

Fig. 9 shows a state in which the picked-up images are displayed. 
20 Fig. 10 shows a display screen of the photo processing service. 

Figs. 11A and 11B show examples of the display on the user side, 
after an unauthorized processing. 

Fig. 12 shows an example of a communication acknowledgement 
procedure. 

25 Fig. 13 shows a sequence of processing between a digital camera and 

a transmitting terminal. 

Figs. 14A and 14B show examples of display on the user side after an 
unauthorized processing. 

Fig. 15 shows the flow of image data transmitted to the image 
30 correcting apparatus to which the present invention is applied. 

Fig. 16 shows an example of the image correcting process. 
Fig. 17 shows a two-dimensional coordinate system used for image 
correction. 
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Figs. 18A and 18B show the state of image distortion and the state of 
correction therefor. 

Fig. 19 shows another embodiment of the present invention. 

Fig. 20 shows a flow of image data for a silver salt camera. 

Fig. 21 shows a flow of image data for a silver salt APS camera. 

Fig. 22 shows a flow of conventional image data of a digital camera. 
DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Hereinafter, an embodiment of the present invention will be 
described with reference to the accompanying drawings. 

Referring to Fig. 1A, a digital camera 10 includes a camera body 10 a 
and an outer-housing portion 10b covering the camera body 10a. Referring 
to Fig. 1A, the name of a tourist site, for example, may be displayed on the 
front of the outer-housing portion 10b for advertisement. 

In the present invention, images photographed with the digital 
camera 10 are viewed by accessing a predetermined URL (Uniform Resource 
Locator) over a network such as the Internet after returning the used digital 
camera 10, as described later in detail. 

Referring to Fig. IB, URL and password 27 for accessing the 
photographed images are indicated on the back of the digital camera 10. 
Note that each digital camera 10 has a different password 27, and the 
password 27 is recorded on the outer-housing portion 10b of the digital 
camera 10 in an invisible manner like, e.g., a scratch card. The scratch 
portion recording the password may be of a duplicate type, so that one can be 
kept by the user when returning the digital camera 10, and the other 
attached to the digital camera 10 can be kept by the side collecting the 
digital camera 10 as described later. 

Note that a caution against disassembling the camera may be 
printed on top of the outer-housing portion 10b of the digital camera 10. 
Processing such as erasing the stored data in a built-in memory 18 is 
conducted if the digital camera 10 is disassembled. Therefore, such a 
caution is displayed as preventive measures thereof. 

Figs. 2A and 2B are schematic diagrams showing an internal 
structure of the digital camera 10 of Fig. 1. Fig. 2 A is a front view, and Fig. 



2B is a cross-sectional view taken along the line IIB-IIB of Fig. 2A. 
Referring to Figs. 2A and 2B, the digital camera 10 includes a lens 11 for 
photographing an object, a viewfinder 24 for checking the object to be 
photographed, a shutter 16, a phototransistor 17 for sensing whether the 
digital camera 10 has been disassembled or not based on incident light, a 
flash memory 18 for storing a photographed image, and a battery 20 serving 
as a driving source of the digital camera 10. The battery 20 can be easily 
removed and replaced with a new one by removing the outer-housing portion 
10b. The digital camera 10 is provided with a transmitting terminal 19 
that is described later. 

Fig. 3A is a front view of the digital camera body 10a, Fig. 3B is a left 
side view along the line IIIB-IIIB of Fig. 3A, and Fig. 3C is a right side view 
along the line IIIC-IIIC of Fig. 3A. The digital camera 10 is formed by 
engaging an upper cabinet 22 provided with the lens 11 with a lower cabinet 
23 having the URL and the like displayed thereon. A main switch 15 for 
starting the operation of the digital camera 10 and the transmitting 
terminal 19 are provided on the right side of the digital camera body 10a. 

Fig. 4 is a block diagram showing a main part of the digital camera 
10. Referring to Fig. 4, the digital camera 10 includes a CCD (Charge 
Coupled Device) 12 for photographing an object image incident through the 
lens 11, an image processing portion 13 connected to the CCD 12 for 
processing the photographed image data, a control portion 14 for controlling 
the whole digital camera 10, the shutter 16, the phototransistor 17, the main 
switch 15, the memory 18 and the transmitting terminal 19. 

Herein, the CCD 12 has 680,000 pixels, and the memory 18 is a 4- 
MB flash memory. However, specification of the digital camera 10 is not 
limited to this, and the digital camera 10 may have any desired 
specification. 

Lens 11 is generally a mono-focus type lens, and it has a distortion 
aberration, chromatic aberration of magnification, unevenness in brightness 
and so on, that are unique to the lens. The lens, however, is not limited to 
the one described above. For example, it may be a lens that can be 
exchangeable with a wide angle lens or a telephoto lens. Alternatively, it 
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may be a zoom lens, of which focal length is variable. 

Hereinafter, the control flow of the digital camera 10 will be 
described. First, the digital camera 10 enters the standby mode in response 
to turning-on of the main switch 15. The standby mode is a state in which 
the digital camera 10 is ready to obtain an image, and in this mode, the 
battery 20 supplies power to the CCD 12, shutter 16, image processing 
portion 13, memory 18 and control portion 14 which are required to obtain 

an image. An image is photographed in response to turning-on of the 

shutter 16 in this state. 

The photographed image data of a not-shown object is recorded on 

the memory 18 through the lens 11, CCD 12, image processing portion 13 

and control portion 14. This image is stored in the memory 18 in a JPEG 

(Joint Photographic Expert Group)-compressed form. 

Fig. 5 is a schematic diagram illustrating a distribution/service 

system of the digital camera 10 according to the present invention. 

Referring to Fig. 5, the solid lines indicate the flow of the digital camera 10, 

and the dotted lines indicate the flow of the image data photographed by the 

user. 

Referring to Fig. 5, a user 200 buys a digital camera 10 at, for 
example, a store 300 selling the digital camera 10 such as a convenience 
store. It is herein assumed that there are a plurality of selling stores 300 . 
The user 200 returns the used digital camera 10 to the store 300 he/she 
bought it or another store 300 such as another convenience store. At this 
time, the user 200 receives a duplicate of the display portion showing 
thereon a password and address at which the photographed images are 
available, i.e., the portion provided on the back of the outer-housing portion 
10b of the digital camera 10. The returned digital camera 10 is collected at 
a distribution center 350. The outer-housing portion 10b is first removed 
from the collected digital camera 10. Then, the digital camera 10 is 
electrically connected to a transmitting terminal of the distribution center 
350, so that the photographed image data is transmitted to the server of an 
image station 50. For example, this image station 50 may be Sharp Space 
Town (hereinafter, referred to as SST), Sharp Corporation's Internet 
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homepage. 

It is herein assumed that the image station 50 is set so that it can 
receive the image data according to a predetermined communication 
protocol. 

5 A proper distribution center 350 transmits image data according to a 

correct communication protocol. Therefore, when the proper distribution 
center 350 transmits image data, a flag such as fraudulent or unauthorized 
connection as described later is not set. The user can receive a service as 
described below at the image station 50 such as STT. Thus, the user can 
10 view and download the photographed images. 

After transmission of the images, the digital camera body 10a is 
collected at a reuse center 402 of a manufacturer of the digital camera 10 
(e.g., Sharp Corporation), and sent to a recycling production factory 401. In 
the recycling production factory 401, the battery 20, external appearance, 
15 basic camera function of the digital camera body 10a, lens 11 and the like 
are examined, and the data stored in the memory 18 is cleared. Then, the 
outer-housing portion 10b is replaced with a new one, and a new password is 
recorded. Thus, the resultant digital camera 10 is shipped again. 
If failed the examination, the digital camera body 10a is 
20 disassembled, and the upper and lower cabinets 22 and 23 are recycled. 
Reusable components (such as CCD 12, shutter 16 and substrate 21) are 
examined and washed for reuse. 

The shipped digital camera 10 is sent to the store 300 such as a 
convenience store through the reuse center 402 and distribution center 350. 
25 Note that the store 300 such as a convenience store may also serve as 

distribution center 350. 

Hereinafter, a specific image data flow will be described. Fig. 6 is a 
schematic diagram showing the specific image data flow. 

Referring to Fig. 6, the distribution center 350 serving as a collecting 
30 center of the digital camera 10 is provided with a transmitting apparatus 30. 
The transmitting apparatus 30 is an apparatus for transmitting image data 
photographed by the user with the digital camera 10 to the image station 50 
such as SST over a network 100 such as the Internet. 
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After receiving the returned digital camera 10, the distribution 
center 350 transmits the image data to the image station apparatus 50 
through the transmitting apparatus 30. 

The transmitting apparatus 30 includes a terminal portion 37 
connected to the digital camera 10 for receiving images from the digital 
camera 10, a modem 36 for transmitting the image data received through 
the terminal portion 37 to the image station apparatus 50 over the network 
100, a hard disk 38 for temporarily storing the image data photographed 
with the digital camera 10, and a CPU (Central Processing Unit) 31 for 
controlling the whole transmitting apparatus 30. The transmitting 
apparatus 30 includes a regular keyboard 35, a display portion 33 and a 
printer 34 in addition to the above-mentioned elements. These elements 
are connected to each other through an I/O (Input/Output) interface 32. 

Fig. 7 is a schematic diagram showing connection between the 
digital camera 10 and transmitting apparatus 30. Referring to Fig. 7, the 
transmitting terminal 19 of the digital camera 10 is electrically connected to 
the terminal portion 37 of the transmitting apparatus 30 by using, for 
example, a plug and a jack. Through this connection, the photographed 
data stored in the memory 18 of the digital camera 10 is transmitted to the 
image station apparatus 50 over the network 100. 

It is assumed that the plug and jack used for the connection has such 
shapes that are compatible with the well known compact plug, that is, a so 
called mini plug (EIAJ RC-6701A standard), and that the plug and jack are 
mounted on a transmission terminal 19 of digital camera 10 and a terminal 
portion 37 of the transmitting apparatus 30. 

Note that the elements of the transmitting apparatus 30 that are not 
closely related to the image transmission are omitted in Fig. 7. 

At the time of transmission from digital camera 10 to transmitting 
apparatus 30, the following data are transmitted. Namely, date of 
transmission, name of transmitter, name of transmitting store, number of 
digital camera 10 (same number as the home page address on which the 
picked-up image is released), password (identification number 
corresponding to the release address), data indicating which image data is of 
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which number. The data may not be limited to image data, and when voice, 
sound and the like are recorded at the time of image picked-up, the voice or 
sound data may also be transmitted. 

Flag information may be transmitted. The flag information as used 
5 herein refers to information of a selling-area identification code, 

unauthorized disassembly flag, unauthorized connection flag, information 
on the history of usage and the like. The selling-area identification code as 
used herein refers to a code having information on a selling area of the 
digital camera 10. The unauthorized disassembly flag as used herein 
10 refers to a flag that is set in response to the user's unauthorized disassembly 
of the digital camera 10, and the unauthorized connection flag refers to a 
flag that is set in response to the user's unauthorized connection. The 
information on the history of usage as used herein includes a power-supply 
period of the battery and the number of photographed images. These flags 
15 will be described later in detail. 

Referring back to Fig. 6, the image station apparatus 50 will now be 
described. The image station apparatus 50 includes a CPU 51 for 
controlling the whole image station apparatus 50, a modem 56 for 
transmitting and receiving data to and from the network 100, a display 
20 portion 53, a keyboard 55, a printer 54, a hard disk 57 for storing the image 
data received over the network 100, and an I/O interface 52 for connecting 
these elements to each other. 

The image station apparatus 50 receives the image data 
photographed with the digital camera 10 over the Internet, and stores the 
25 received data in the hard disk 57 at a prescribed address in connection with 
the password of the digital camera 10. 

Note that the image data photographed with the digital camera 10 
may be stored in the hard disk 38 of the transmitting apparatus 30 so as to 
be displayed on the display portion 33 as requested from the user who 
30 bought the digital camera 10, and printed with the printer 34 as required. 

The image station apparatus 50 includes the display portion 53 and 
printer 54. Therefore, the images may be displayed on the display portion 
53 and printed with the printer 54 as requested from the user when visiting 
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the image station apparatus 50. 

Hereinafter, a method for viewing an image photographed by the 
user with the digital camera 10 that he/she bought will be described. 

Referring to Fig. 6, the user accesses the image station apparatus 50 
5 by using a user's personal computer 60 connected to the network 100, in 
order to view the images he/she photographed. 

The user's personal computer 60 includes a CPU 61 for controlling 
the whole personal computer 60, a display portion 63, a modem 64 for 
connecting to the network 100, a printer 65, a storage device 66 such as a 
10 hard disk, and an I/O interface 62 for connecting these elements to each 
other. 

The user accesses the image station apparatus 50 by designating a 
URL on the network 100 such as the Internet through the user's personal 
computer 60. 

15 It is now assumed that the user knows the URL and password of the 

homepage address of the image station apparatus 50 as described in 
connection with Fig. IB by scratching when he/she returned the digital 
camera 10 to the store 300 such as a convenience store. 

Fig. 8A is a diagram showing a display on the display portion 63 of 

20 the user's personal computer 60 upon accessing the Internet using the 

above-mentioned data. As shown in Fig. 8A, such an image display service 
for the digital cameras suitable for collection is herein referred to as photo 
net service. When the user accesses the image station apparatus 50 by 
using the user's personal computer 60, specific data such as the date and the 

25 store at which the camera was collected is displayed. The user clicks OK on 
the screen if the contents displayed on the screen correspond to the digital 
camera 10 that he/she used. Then, the display of Fig. 8B appears on the 
screen. The user inputs a password as described earlier, and then clicks 
OK. 

30 If the input password is correct, the image station apparatus 50 

accesses the hard disk 57 at a specific address stored in connection with the 
password, and displays the image data stored at the address on the display 
portion 63 of the user's personal computer 60 over the network 100. 
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When the user accesses the Internet, the list of photographed images 
is displayed. In this state, the user can proceed to various services such as 
editing and downloading of the photographed images and image synthesis 
service. 

Fig. 9 is a diagram showing an exemplary display of the photographs 
on the display portion 63 of the user's personal computer 60 when the input 
password is correct. 

As shown in Fig. 9, a plurality of images are sequentially displayed 
on the screen. Note that enlargement/reduction of the image and other 
desired image processing may be conducted by clicking an image of interest. 

Fig. 10 is a diagram showing an exemplary screen displaying such a 
photo-processing service. For example, as shown in Fig. 10, message input 
and tourist-site one-point input can be made to each photograph, and also, a 
photo sticker can be made based on the photograph. 

Note that tourist-site one-point input as used herein refers to a 
service to display a tourist site on a part of the photographed image. More 
specifically, the digital camera 10 that the user purchased has pre-stored 
information on the purchase place in the memory 18, so that the purchase 
place can be specified from the pre-stored information in the memory 18. 
Thus, a famous sightseeing spot in that area is displayed on a part of the 
photographed image. 

Hereinafter, fraud prevention, that is, prevention of an 
unauthorized use, will be described. This is the operation conducted in the 
control portion 14 of Fig. 4 when the user has fraudulently disassembled the 
digital camera. The control portion 14 conducts the following processing in 
response to the user's unauthorized disassembly: 

(1) The phototransistor (which maybe a photo-interpreter) 17 senses 
the user's unauthorized disassembly by sensing the outside light, thereby 
erasing the photographed data stored in the memory 18. 

(2) The phototransistor 17 senses the user's unauthorized 
disassembly by sensing the outside light, thereby setting an unauthorized 
disassembly flag on the memory 18. This flag is sent as information during 
data transmission to the transmitting apparatus. This data is used to warn 
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or charge the user against his/her misuse. This processing may be 
conducted at the distribution center 350 provided with the transmitting 
apparatus 30, or may be conducted when the user accesses the image station 
apparatus 50. 

5 Fig. 11A shows an example of the display on the user side, when the 

user accesses to the access image station apparatus 50 after the 
unauthorized operation. 

Fig. 11B shows a display screen corresponding to the above 
described example (2). In this manner, the fact of unauthorized 

10 disassembly of the camera is noticed, and the user is asked to select 

accounting process, if he/she wishes to have the display of the images. As a 
method of accounting process, well-known method such as payment by a 
credit card, remittance or the like may be possible. The approach is not 
limited to the present embodiment. For example, only the warning notice 

15 may be displayed and the original images may be displayed. 

Another example of the approach to prevent unauthorized use will 
be described. This is performed by control portion 14 when the user makes 
an unauthorized connection to transmission terminal 9, so as to obtain the 
picked-up data from the digital camera 10. 

20 In this case, the control proceeds in the following manner. 

(1) A prescribed communication acknowledgement process is 
performed. When an unauthorized connection is found, the contents of 
memory 18 are erased. 

(2) A prescribed communication acknowledgement process is 

25 performed. When an unauthorized connection is found, an unauthorized 
connection flag is set on memory 18, and transmitted as information, at the 
time of image transmission. 

Fig. 12 shows an example of the communication acknowledgement 
process. Referring to Fig. 12, when insertion of a plug to transmission 

30 terminal 19 is detected (step Sll, hereinafter "step" will be omitted), a 

voltage generated at the terminal is checked, so as to determine whether it is 
a prescribed voltage (S 12). When an abnormality is detected, it is 
considered an unauthorized connection (S15), and the process (1) or (2) 
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above takes place. When it is determined that a prescribed protocol is 
followed (OK in S12, S13, S14), the data picked-up by the digital camera is 
transmitted in accordance with a prescribed communication protocol. 

(3) When it is not connected to a normal transmission terminal or 
the protocol is not the normal communication protocol, an unauthorized 
connection flag is set on memory 18 and transmitted as information, at the 
time of image transmission. 

Determination of the communication protocol will be described in the 
following. 

Fig. 13 shows a sequence of signal transmission between 
transmission terminal 19 of digital camera 10 and transmitting apparatus 
30 . The description is for an example in which IEEE- 1394 standard is used 
as the protocol and the nodes correspond thereto. A plug has been already 
inserted to the node of transmission terminal 19 of digital camera 10, to be 
ready for reception of a signal from a node of the transmitting apparatus 
through a transmission path. When a signal in accordance with IEEE- 
1394, such as bus reset signal, is received at the node of transmission 
terminal 19 from the node of the transmission apparatus, protocol 
determination is made by a protocol determining portion, not shown, on the 
received signal. If the result of determination indicates that the protocol is 
in accordance with IEEE- 1394, control portion 14 performs a response 
operation in accordance with IEEE- 1394. Thereafter, signal transmission 
sequence in accordance with IEEE- 1394 starts between the nodes. 

The information (2) and (3) above is used to notify, as an alarm, that 
an unauthorized connection was made by the user, or to perform the 
accounting process, as already described. 

When a user accesses the access image station apparatus 50 after 
the above described unauthorized disassembly, a display such as shown in 
Fig. 14A appears on the personal computer of the user, for example. When 
the unauthorized connection described above is made, the display shown in 
Fig. 14B appears. In this manner, when there is an unauthorized 
disassembly or unauthorized connection of the camera, a warning is given, 
and when the user wishes to have the image displayed, he/she is asked to 
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select the accounting process. As to the method of accounting, payment by 
a credit card, remittance or other known method may be used. The present 
embodiment, however, is not limiting, and only the warning may be given 
and the original images may be displayed. 

Note that the scratch-type password is not necessarily provided on 
the outer-housing portion 10b of the digital camera 10. The password may 
be provided on, for example, a not-shown packaging film packaging the 
digital camera 10 when the user buys the digital camera 10. Alternatively, 
the password may be provided both on the packaging film and outer-housing 
portion 10b of the digital camera 10, so that one on the digital camera 10 can 
be kept by the store receiving the returned digital camera 10, whereas the 
other on the packaging film can be kept by the user. 

For the purpose of energy saving, the operation- waiting time of the 
shutter 16 may be counted so as to turn off the main switch 15 automatically 
after a prescribed time period. 

For the users who do not have a personal computer, printer and the 
like, an image display device capable of connecting to the image station 50 
may be installed at the distribution center 350 and selling stores 300 such as 
convenience stores for selling and collecting the digital camera 10, so that 
the image station 50 may deliver the data thereto. 

In this case, the image station 50 can deliver the images to any 
image display device. Therefore, the user can view the images on the image 
display device located at a desired distribution center 350 or selling store 
300 such as a convenience store. Accordingly, in the case where the user 
bought a digital camera, photographed and returned it while traveling, the 
user can view the photographed images at the distribution center 350 or 
store 300 such as a convenience store located near his/her house. 

Fig. 15 is a block diagram representing the flow of image data to the 
image station 50, in which the image processing apparatus in accordance 
with the present invention is incorporated. In this example, the data 
transmitted from a transmission terminal 351 such as a modem 36 shown in 
Fig. 6 to image station 50 includes photograph image data only. 

Referring to Fig. 15, digital camera 10 is transmitted through 
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transmission terminal 351 of a distribution center 350 to image station 50. 
Image station 50 includes an image correcting apparatus 71 and an image 
server 72 such as a hard disk 57 shown in Fig. 6. Image correcting 
apparatus 71 performs correction of aberration and unevenness in 
5 brightness, on the transmitted image data. As the characteristic of lens 11 
used for digital camera 10 has already been stored in the memory of image 
correcting apparatus 71, the image correction can be done easily in a digital 
manner. 

The image corrected in this manner is transmitted to image server 
10 72. Thereafter, using a net distributer 74 such as a modem 56, the data is 
distributed over a net work such as the Internet, or printed out by a printer 
54. 

An example of the image correcting process performed by the image 
correcting apparatus 71 in image station apparatus 50 will be described in 

15 the following. 

Fig. 16 is a flow chart showing an example of the process. Referring 
to Fig. 16, first, the image correcting apparatus takes in the transmitted 
image data (including brightness data Y and color difference data Cr, Cb) 
(S21). In the next step S22, color balance adjustment, contrast adjustment 

20 (color gradation processing), dark correction, defective pixel correction, 
shading correction and the like are performed on the image data, in 
accordance with well-known method including LUT and matrix (MTX) 
operation. In such an image processing as described above, YC data is 
developed to a virtual two-dimensional coordinate system (x, y) such as 

25 shown in Fig. 17, and image processing is performed on the YC data 

corresponding to each pixel. By the image processing described above, for 
each of the color difference data Cr and Cb and brightness data Y, resolution 
information in each of the X and Y directions of Fig. 17 and the coordinates 
(xO, yO) of the center of image pick-up in the two-dimensional coordinate 

30 system of Fig. 17 are obtained. 

The image data after the image processing is stored in a storing 
portion 84 (not shown) (S23), identification data of the lens of the digital 
camera stored in advance, the information of the coordinates (xO, yO) of the 
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center of image pick-up, and resolution information along the x and y axes 
for each of the color difference data Cr, Cb and brightness data Y are taken 
from a pre-processing portion 82 to a correction parameter operating portion 
80. 

5 Aberration information corresponding to the aforementioned 

identification data of the lens thus taken is read out from a memory portion, 
not shown (S25), and in next step S26, a process of operating a correction 
parameter is performed. 

In the process of operating the correction parameter, a distortion 

10 aberration correction parameter for correcting distortion of the image 
resulting from the distortion aberration of the lens that is used for the 
distortion aberration correcting process, which will be described later, is 
calculated by a known method, for each pixel in the two-dimensional 
coordinate system shown in Fig. 17. 

15 In S27, the image data stored in S23 is read from the storing portion. 

In S23, when the image data has been stored in a compressed manner, the 
compressed image data is decompressed after reading, so as to recover the 
image data before compression. 

In S28, distortion aberration correcting process is performed by the 

20 distortion aberration correcting portion. For the object data among Y, Cb 
and Cr, correction of image distortion resulting from distortion aberration is 
performed pixel by pixel, using the distortion aberration correction 
parameter obtained in S26. By this operation, image data representing an 
image that has an inwardly convex distortion toward the periphery of the 

25 image such as shown in Fig. 18A can be corrected to image data representing 
an image free of the distortion as shown in Fig. 18B. 

More specifically, for the object data, enlarging or reducing process 
(image density transforming process) is performed pixel by pixel, in 
accordance with the magnification of enlargement/reduction. Thus, the 

30 image area A' shown by a chain dotted line of Fig. 18B is enlarged to the 
image area A. The data outside the effective area, that is, data 
corresponding to the area outer than the image area A of Fig. 18B, are 
discarded. Thus, image data representing an image with the image 
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distortion resulting from distortion aberration corrected can be obtained for 
the object. 

In S29, a subroutine for correcting chromatic aberration of 
magnification is executed by an E, correcting portion for correcting chromatic 
aberration of magnification and a B correcting portion for correcting 
chromatic aberration of magnification. For each of R and B data, correction 
of blur resulting from chromatic aberration of magnification is corrected 
pixel by pixel, using the chromatic aberration of magnification correction 
parameter, obtained in step S26. Thus, image data representing an image 
with a blur is corrected to an image data representing an image free of the 
blur. 

In S30, image processing of sharpness enhancement in accordance 
with brightness enhancement is performed by a sharpness enhancing 
portion, not shown. 

Finally, in S31, image data including the brightness data T having 
only the aforementioned high frequency component amplified and color 
difference data Cr and Cb that has been subjected to correction of chromatic 
aberration of magnification is stored in a storing portion of image server 72. 
At this time, the image data may be compressed for storage. 

As described above, using the correction parameter, distortion 
aberration and chromatic aberration of magnification are corrected for the 
image data input from a digital camera. Therefore, even when an 
inexpensive lens having relatively large aberrations is used for image pick- 
up by a digital camera, image data can be obtained in which distortion 
aberration and chromatic aberration of magnification corrected. 

As a result, image quality of the output image can be made 
satisfactory, while the cost of the lens is suppressed. 

Another example of the image correcting apparatus implementing 
the image processing apparatus in accordance with the present invention 
will be described. In the embodiment described above, the data 
transmitted from distribution center 350 to image station 50 has been only 
the picked-up image data. 

In the present embodiment, not only the picked-up image data but 
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also a lens ID (identification number) data of the digital camera are 
transmitted simultaneously. 

Fig. 19 is a block diagram showing the flow of image data and the 
lens ID data in accordance with the present embodiment. Referring to Fig. 
5 19, a digital camera 80 has an ID of the lens system 1 1 that is accommodated 
in the digital camera 80. The lens ID is transmitted, together with the 
picked-up image data, from transmission terminal 351 to image station 50. 

Namely, according to the present embodiment, an arbitrary lens 
including a zoom lens, an exchangeable lens or the like may be used as the 
10 lens. 

In image station 50, similar to the above-described embodiment, 
image correcting apparatus 71 is provided. In the present embodiment, a 
correction information database 73 is connected to image correcting 
apparatus 71. Image correcting apparatus 71 searches for the lens ID 
15 transmitted from distribution sensor 35 in the correction information 

database 73, and obtains necessary correction information. Thereafter, 
image correction is performed in accordance with the correction information. 

Except this point, the processing is the same as that of the above- 
described embodiment. Therefore, description thereof will not be repeated. 
20 Though the image processing apparatus has been provided in the 

image station in the embodiments above, the image processing apparatus 
may be provided at the distribution center or a retail store. 

As described above, when an image picked-up by the digital camera 
is viewed, the user views the image that has been automatically corrected. 
25 Therefore, user will not be conscious of the image correction. 

Further, as the image is corrected appropriately for each lens, the 
user views an image of high image quality. 

Though a digital camera has been described as an example above, 
the invention is also applicable to a digital video camera. 
30 Although the present invention has been described and illustrated in 

detail, it is clearly understood that the same is by way of illustration and 
example only and is not to be taken by way of limitation, the spirit and scope 
of the present invention being limited only by the terms of the appended 
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processing; 

means for transmitting the photograph data stored in said memory 
to a prescribed photograph data storage device through a network; wherein 

said means for transmitting the photograph data to a prescribed 
photograph data storage device through a network includes means for 
connecting said digital camera and a prescribed transmitting apparatus 
connected to said photograph data storing means; 

said digital camera further comprising: 

means for determining whether said prescribed transmission 
apparatus is connected; and 

means for erasing the photograph data stored in the memory, when 
said determining means determines that said prescribed transmitting 
apparatus is not connected. 

5. A digital camera, comprising: 
an optical system; 

image processing means for processing an image of an object input 
through said optical system; 

a memory storing photograph data resulting from said image 
processing; 

means for transmitting the photograph data stored in said memory 
to a prescribed photograph data storage device through a network; wherein 

said means for transmitting the photograph data to a prescribed 
photograph data storage device through a network transmits said 
photograph data to said photograph data storage device in accordance with a 
prescribed protocol; 

said digital camera further comprising: 

means for determining whether said transmission of said 
photograph data is performed in accordance with the prescribed protocol; 
and 

means for erasing the photograph data stored in the memory, when 
said determining means determines that said transmission of said 
photograph data is not performed in accordance with the prescribed 
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protocol. 



6. The digital camera according to claim 4 or 5, wherein 

when said erasing means erased the photograph data stored in said 
memory, the fact of erasure is displayed on said photograph data storage 
device. 

7. A digital camera, comprising: 
an optical system; 

image processing means for processing an image of an object input 
through said optical system; 

a memory storing photograph data resulting from said image 
processing; and 

means for transmitting the photograph data stored in said memory 
to a prescribed photograph data storage device through a network; wherein 

a photographed image stored in the photograph data storage device 
can be viewed by accessing the photograph data storage device over the 
network by using access data that is unique to each digital camera; 

said digital camera further comprising: 

means for determining whether said photograph data storage device 
is accessed through an authorized procedure; and 

control means for performing a prescribed processing to discourage 
the user from an unauthorized use. 

8. The digital camera according to claim 7, wherein 

said prescribed processing is erasure of recorded contents of said 
memory. 

9. The digital camera according to claim 7, wherein 

said prescribed processing includes transmission of a prescribed 
signal to said prescribed photograph data storage device to give an alarm 
when said photographed image is viewed. 
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10. An image processing apparatus connected to a network and 
provided in an image station allowing viewing of an image picked-up by a 
digital camera, comprising: 

means for storing an optical characteristic of a lens of said digital 
5 camera; 

means for receiving image data picked-up by using said digital 
camera; and 

means for correcting said optical characteristic on said image data. 

11. An image processing apparatus connected to a network and 
provided in an image station allowing viewing of an image picked-up by a 
digital camera: wherein 

said digital camera has a unique identification number; 
5 said apparatus comprising: 

a database storing an optical characteristic of a lens corresponding 
to said unique identification number; 

means for extracting the optical characteristic of the lens 
corresponding to said unique identification number of the camera from said 
10 database; 

means for receiving image data picked-up by using said digital 
camera; and 

means for correcting said optical characteristic on said image data, 
based on said extracted optical characteristic. 

12. The image processing apparatus according to claim 10, wherein 
said optical characteristic includes unevenness in brightness. 

13. The image processing apparatus according to claim 10, wherein 
said digital camera can be circulated for reuse. 

14. An image processing apparatus used in a system allowing 
viewing of an image picked-up by a digital camera over a network, wherein 

said digital camera is collected through a prescribed distribution 
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center; 

5 said image processing apparatus, being provided in said distribution 

center, comprising: 

means for storing an optical characteristic of a lens of said digital 
camera; 

means for receiving image data picked-up by using said digital 
10 camera; and 

means for correcting said optical characteristic on said image data. 
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